Put People Generated Data at The Heart

of Your Security and Management Systems
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Mirobase provides a first-class solution for managing insider risks and staff
performance for the sustainable development of thousands of enterprises
around the world

5,519 Clients in 21 countries trust us
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Security innovations: Handwriting Recognition
mirobase.pro
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Face ID, Face Recognition
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Screen Photo Prevention
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Al detects when someone takes a photo of a desktop and
automatically prevent this by locking the workstation
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Reports for performance management: Individual Behaviour - M i ro b ase

Get a portrait of the daily activities of each employee in your unit

Identify differences in the behaviour of employees of productive
and poorly performing organisational units




Corporate data is the new «black gold» - M i ro b ase
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Companies that are capable of extracting and managing staff-generated data will
achieve greater sustainability and will be able to survive any crisis

Mirobase architecture

Mirobase installs on all office and remote workers’ personal computers. Mac and
Windows are supported and work without reducing OS performance
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Mirobase Server installs on Windows Server and collects data from up to 100 000
Mirobase Agents. Microsoft SQL and MySQL databases are supported

Mirobase Agent
management

Al face recognition

MySQL or MS-SQL
database

People generated
data storage




J Mirobase

Mirobase Monitoring and Mirobase Reports are two corporate websites for miretasepira
monitoring realtime activities, insider risk investigations and performance reporting

Remote desktop Insider risk alerts

monitoring

Remote cam b S ;
. Insider investigations 2

monitoring

Remote Custom reports

administration
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Mirobase provides essential tools for insider investigations and data leak mirobase.pro
prevention such as realtime monitoring, security alerts, activity monitoring and
behaviour deviations

Case study: insider threat revealing
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Web Activities
Web-Activities Time Deviation
®
Solomon 20% 78%
Ray m

You get a weekly behaviour report on your Email and find a deviation by one sales manager
in the NYC branch
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Something is wrong with Mike.
To find out the reason of unusual behavior you need to login to dashboard and
study risk analytics report
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Website type Time Websites

® Social network 10:15:36
Entertainment 6:23:24 w
Job search 13:13:48
File sharing 00:07:12
lllegal activities 00:00:00 -

Insider detected! It's Mike




Case study: data leak prevention - M i ro b ase
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You get an alert that someone is taking pictures of the
computer screen on their smartphone in the Boston branch

You log in the Mirobase dashboard and open the desktop of
the locked computer with is displaying the client list in A Telegram: 1 new message
SalesForce CRM Now

Mirobase

The security alert:

//basten-sales3 taking photo of computer
screen. Logged In user Sophla Bareras,
The computer is locked

SOOI

You call Sophia's manager and find out that today is her last
day at your company

Data leak prevented




Case study: cause of deviation revealed . M i ro b ase

You get a weekly deviation report via email and find a deviation in the GPU load of mirobase.pro

one computer in the London branch

Something wrong with Susan's computer. You log in to the dashboard and request
a list of processes by GPU load

Average GPU load deviation

L2000 R 08¢
Activities % GPU Load Deviation I
Lora -

Mathew 21% 46

I#

Susan 99% 215%

d Virus threat detected!
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Mirobase provides essential reports for performance management. Define the best mirobase.pro
practices of top employers and spread them to everyone in your organisation

Meet Miya. She is the best performing worker it the L.A. sales unit
with 12 sales in the last week

]
Activities Time Details ‘ SRR She
SalesForce 15% 951 contacts
Chrome 5% 157 visited websites
Email 25% 341 outbound / 93 inbound
Skype 33% 45 contacts / 71 calls / 921 messages
Idle 12% -

Case study: Individual Behaviour Report




Case study: Group Behaviour Report

Meet L.A. sales team. Look closer at the portrait of all team members' daily activities

® < dd
Andy Miya Clair
- SalesForce 21% - SalesForce 15% - SalesForce 19%
- Chrome 19% - Chrome 5% - Chrome 11%
- Email 6% - Email 25% - Email 21%
- Skype 5% - Skype 43% - Skype 28%
- |dle 49% -Idle 12% -ldle 21%

Total: 35 hours Total: 41 hours Total: 32 hours
Sales: 5 Sales: 12 Sales: 7

Rob
- SalesForce 17%
- Chrome 2%
- Email 41%
- Skype 34%
- |dle 6%

Total: 45 hours
Sales: 10

Compare behaviour and find the best practices

.Mirobase

mirobase.pro
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Case study: Unit Comparison Report . Mi ro b ase

Meet L.A. sales team. Look closer at the portrait of all team members' daily activities mirobase.pro

e

L.A. Sales Unit NYC Sales Unit Boston Sales Unit London Sales Unit

- SalesForce 18% - SalesForce 25% - SalesForce 5% - SalesForce 18%
- Chrome 9% - Chrome 19% - Chrome 33% - Chrome 7%

- Email 23% - Email 16% - Email 17% - Email 14%

- Skype 28% - Skype 22% - Skype 6% - Skype 45%

- |dle 22% -|dle 18% -|dle 39% - ldle 16%
Members: 4 Members: 5 Members: 3 Members: 3
Average: 38 hours Average: 40 hours Average: 40 hours Average: 41 hours
Sales: 34 Sales: 21 Sales: 12 Sales: 30

Compare units behaviour and find the best practices
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Ready-made patterns for recognising and preventing data leakage for data
regulated by laws

Insider investigation support

Our information security experts assist our clients in investigating insider threats

PCI DSS

HIPAA

COMPLIANT
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